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Windows
Autopilot

* A new way to manage the
lifecycle of Windows devices

= Microsoft




Microsoft
EDU Tech

Chat

Join us as we deep dive into tools to
help YOU in in your role. Two
simultaneously run sessions, designed
for both the IT pros and Ed Tech staff
from your district. Ask questions of
the experts & network with peers.

Session A will walk you through
solutions designed to save IT Pros
time and work more efficiently. Learn
how to easily deploy and manage
Windows 10 devices in your school as
well as protect student information.

Session B will be a hands-on workshop

exploring:

« Applications that foster collaboration
among students & staff

o Accessibility tools for personalized
learning

« A familiar platform for students that
builds enthusiasm for STEAM
curriculum

Each date, you can join one of two sessions:

M365 - Management and Security
Session A

Audience: K12 IT Staff, System
Administrators

e Manage devices with ease

Enhance efficiency and flexibility
Secure your district

=OR -

Stop, Collaborate, Inclusion!

Session B

Audience: K12 Ed Tech, Special Education,
STEAM Leads, Instructors, Coaches,
Classroom Tech Integrators and Teachers

Amplify communication & collaboration
Build an inclusive classroom
Spark excitement around STEAM EDU



Traditional way of Windows deployment and managem
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Modern way of Windows deployment and management

A AzureAD
+ A Intune — V
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Unbox and turn on, connect Transform OS with Device is ready for
to the Internet, connect to minimal IT or user productive use

corpnet for Hybrid scenario. interaction
Off-the-shelf PC



Device lifecycle management with Windows

Autopilot and Intune
Key Benefits:

No more maintenance of images and drivers
No need for IT to touch the devices

Simple process for users and IT

Integration in the device supply chain

Reset device back to a business ready state
anytime from anywhere
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Windows Autopilot

Automatically join devices to Azure AD orfmemises AD

Aduto-enroll devices into MDM services, such as Microsoft Intune

ARestrict the Administrator account creation

ACreate and autassign devices to configuration groups based on a device's profile
ACustomize OOBE content specific to the organization

AAbility to perform a local or remote device wipe and reset



Windows Autopilot - Configure it just once

Everything is set up via Azure AD and Intune:

Configure automatic MDM enrollment and MDM authority

Set up Azure AD Company Branding

Ensure users can join devices to Azure AD

Ensure the Intune Connector for Active Directory is set up properly (Hybrid AAD join)
Assign Licenses and check Subscriptions

Enable and set up the enroliment status page

Import Device Hardware IDs

Set up and assign Device Enroliment Profiles

Set up and assign Device Configuration Profiles

(Optional) Deploy Apps

(Optional) Set Company Portal branding

(Optional) Set up enroliment restrictions so only Autopregistered devices can enroll



Windows Autopilot Scenarios

User-driven mode with

Azure AD join

User-driven mode with
Hybrid Azure AD join

Self-deploying mode
Azure AD join

Windows Autopilot for existing

devices

A Join device to Azure AD
A Enroll into Intune/MDM, makes a

connection between device and us
who runs the OOBE

Requirements:

A Windows 10 1703 and above
A Internet connection

A Enroll to Intune/MDM

A Perform AAD registration, join to
device to AD

Requirements:

A Windows 10 1809 and above

A Internet connection

A Reachable AD infra

A Setup of Domain Join configuratior
profile in Intune

A Intune Connector for Active

Directory

A No need to provide credentials,
automatically joins Azure AD,
targeted to kiosks and shared deuvic

Requirements:

A Windows 10 1809 and above
A Internet connection
A TPM 2.0 and device attestation

Ces

A Windows 7 to Windows 10
A ConfigMgr task sequence, followeg

by Windows Autopilot usedriven
mode

Requirements:

A Windows 10 1809 and above
A Internet connection




Userdriven mode with
Azure AD join

Cloudzyf e [AU0S ¢2dzOK
A Administrator or OEM adds device to Autopilot
A Administrator creates and assigns profiles

A End user unboxes the device and follows the
Out-of-BoxExperience (OOBE)

A Computer name depends on the deployment
profile

A User authenticates with Azure AD

A Typically for singleiser (not shared) devices




User-driven mode with
Hybrid Azure AD Join

Combination of cloud and on-premises
Lite Touch Installation (“LTI")

A
A

Administrator or OEM adds device to Autopilot

Administrator creates and assigns profiles,
adding Intune configuration profile

Set up the Intune Connector for Active Directory

End user unboxes the device and goes through
OOBE process

User authenticates with Azure AD from the start

Intune performs offline domain join




User-Driven deployment with Hybrid Azure AD join

- Offline Domain Join Connector

Hardware
ID




Intune Configuration Profile for Hybrid AAD join

- Set PC name prefix, the rest is random

- Set on-premises domain name
- OU — Computers container is a default if empty

0

For Hybrid Azure AD joined type of Autopilot deployment profiles, computers are
named using settings specified in Domain Join configuration.

Home > Microsoft Intune > Device configuration - Profiles > Create profile > Domain Join (Preview)

Microsoft Intune

D Overview

Quick start

Manage

@ Device enrollment
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Device configuration - Profiles
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Monitor
E=| Assignment status
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& Devices with restricted apps

Setup

Certification Authority

B3 Telecom Expense Management

Help and support

2 Help and support

« + Create profile

Create profile

* Name

‘ Autopilot - Domain Join

Description

Autopilot - Domain Join for win 10 1809 +

* Platform

Windows 10 and later

* Profile type

Domain Join (Preview)

Settings
Configure

Scope (Tags)
0 scope(s) selected

Domain Join (Preview) O

Windows 10 and later

* Computer name prefix @ RP-Win1 []-AD|

* Domain name @

Organizational unit @




SeltDeploying Mode
with Azure AD join

Cloudonly, Zero Touch Installation (ZTI)
A Administrator or OEM adds device to Autopilot
A Administrator creates and assigns profiles

A Device is turned on and connected to the
Internet

A Configuration process is completed automatically

A Device is joined to Azure AD with no user
interaction

A TPM 2.0 is required
A Currently targeted at kiosks or shared PCs







